AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§40.351

bought by or merged with another or-
ganization, you must immediately no-
tify all employers and offer to transfer
all records pertaining to the employer
and its employees to the employer or
to any other service agent the em-
ployer designates. You must carry out
this transfer as soon as the employer
requests it. You are not required to ob-
tain employee consent for this trans-
fer. You must not charge more than
your reasonable administrative costs
for conducting this transfer. You may
not charge a fee for the release of these
records.

[656 FR 79526, Dec. 19, 2000, as amended at 66
FR 41955, Aug. 9, 2001]

§40.351 What confidentiality require-
ments apply to service agents?

Except where otherwise specified in
this part, as a service agent the fol-
lowing confidentiality requirements
apply to you:

(a) When you receive or maintain
confidential information about em-
ployees (e.g., individual test results),
you must follow the same confiden-
tiality regulations as the employer
with respect to the use and release of
this information.

(b) You must follow all confiden-
tiality and records retention require-
ments applicable to employers.

(c) You may not provide individual
test results or other confidential infor-
mation to another employer without a
specific, written consent from the em-
ployee. For example, suppose you are a
C/TPA that has employers X and Y as
clients. Employee Jones works for X,
and you maintain Jones’ drug and alco-
hol test for X. Jones wants to change
jobs and work for Y. You may not in-
form Y of the result of a test conducted
for X without having a specific, written
consent from Jones. Likewise, you may
not provide this information to em-
ployer Z, who is not a C/TPA member,
without this consent.

(d) You must not use blanket consent
forms authorizing the release of em-
ployee testing information.

(e) You must establish adequate con-
fidentiality and security measures to
ensure that confidential employee
records are not available to unauthor-
ized persons. This includes protecting
the physical security of records, access
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controls, and computer security meas-
ures to safeguard confidential data in
electronic data bases.

§40.353 What principles govern the
interaction between MROs and
other service agents?

As a service agent other than an
MRO (e.g., a C/TPA), the following
principles govern your interaction with
MROs:

(a) You may provide MRO services to
employers, directly or through con-
tract, if you meet all applicable provi-
sions of this part.

(b) If you employ or contract for an
MRO, the MRO must perform duties
independently and confidentially.
When you have a relationship with an
MRO, you must structure the relation-
ship to ensure that this independence
and confidentiality are not com-
promised. Specific means (including
both physical and operational meas-
ures, as appropriate) to separate MRO
functions and other service agent func-
tions are essential.

(c) Only your staff who are actually
under the day-to-day supervision and
control of an MRO with respect to
MRO functions may perform these
functions. This does not mean that
those staff may not perform other
functions at other times. However, the
designation of your staff to perform
MRO functions under MRO supervision
must be limited and not used as a sub-
terfuge to circumvent confidentiality
and other requirements of this part and
DOT agency regulations. You must en-
sure that MRO staff operate under con-
trols sufficient to ensure that the inde-
pendence and confidentiality of the
MRO process are not compromised.

(d) Like other MROs, an MRO you
employ or contract with must person-
ally conduct verification interviews
with employees and must personally
make all verification decisions. Con-
sequently, your staff cannot perform
these functions.

§40.355 What limitations apply to the
activities of service agents?

As a service agent, you are subject to
the following limitations concerning
your activities in the DOT drug and al-
cohol testing program.
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(a) You must not require an em-
ployee to sign a consent, release, waiv-
er of liability, or indemnification
agreement with respect to any part of
the drug or alcohol testing process cov-
ered by this part (including, but not
limited to, collections, laboratory test-
ing, MRO, and SAP services). No one
may do so on behalf of a service agent.

(b) You must not act as an inter-
mediary in the transmission of drug
test results from the laboratory to the
MRO. That is, the laboratory may not
send results to you, with you in turn
sending them to the MRO for
verification. For example, a practice in
which the laboratory transmits results
to your computer system, and you then
assign the results to a particular MRO,
is not permitted.

(¢) You must not transmit drug test
results directly from the laboratory to
the employer (by electronic or other
means) or to a service agent who for-
wards them to the employer. All con-
firmed laboratory results must be proc-
essed by the MRO before they are re-
leased to any other party.

(d) You must not act as an inter-
mediary in the transmission of alcohol
test results of 0.02 or higher from the
STT or BAT to the DER.

(e) Except as provided in paragraph
(f) of this section, you must not act as
an intermediary in the transmission of
individual SAP reports to the actual
employer. That is, the SAP may not
send such reports to you, with you in
turn sending them to the actual em-
ployer. However, you may maintain in-
dividual SAP summary reports and fol-
low-up testing plans after they are sent
to the DER, and the SAP may transmit
such reports to you simultaneously
with sending them to the DER.

(f) As an exception to paragraph (e)
of this section, you may act as an
intermediary in the transmission of
SAP report from the SAP to an owner-
operator or other self-employed indi-
vidual.

(g) Except as provided in paragraph
(h) of this section, you must not make
decisions to test an employee based
upon reasonable suspicion, post-acci-
dent, return-to-duty, and follow-up de-
termination criteria. These are duties
the actual employer cannot delegate to
a C/TPA. You may, however, provide

§40.355

advice and information to employers
regarding these testing issues and how
the employer should schedule required
testing.

(h) As an exception to paragraph (g)
of this section, you may make deci-
sions to test an employee based upon
reasonable suspicion, post-accident, re-
turn-to-duty, and follow-up determina-
tion criteria with respect to an owner-
operator or other self-employed indi-
vidual.

(i) Except as provided in paragraph
(j) of this section, you must not make
a determination that an employee has
refused a drug or alcohol test. This is a
non-delegable duty of the actual em-
ployer. You may, however, provide ad-
vice and information to employers re-
garding refusal-to-test issues.

(j) As an exception to paragraph (i) of
this section, you may make a deter-
mination that an employee has refused
a drug or alcohol test, if:

(1) You schedule a required test for
an owner-operator or other self-em-
ployed individual, and the individual
fails to appear for the test without a
legitimate reason; or

(2) As an MRO, you determine that
an individual has refused to test on the
basis of adulteration or substitution.

(k) You must not act as a DER. For
example, while you may be responsible
for transmitting information to the
employer about test results, you must
not act on behalf of the employer in ac-
tions to remove employees from safety-
sensitive duties.

(1) In transmitting documents to lab-
oratories, you must ensure that you
send to the laboratory that conducts
testing only the laboratory copy of the
CCF. You must not transmit other cop-
ies of the CCF or any ATFs to the lab-
oratory.

(m) You must not impose conditions
or requirements on employers that
DOT regulations do not authorize. For
example, as a C/TPA serving employers
in the pipeline or motor carrier indus-
try, you must not require employers to
have provisions in their DOT plans
that PHMSA or FMCSA regulations do
not require.

(n) You must not intentionally delay
the transmission of drug or alcohol
testing-related documents concerning
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actions you have performed, because of
a payment dispute or other reasons.

Example 1 to Paragraph (n): A laboratory
that has tested a specimen must not delay
transmitting the documentation of the test
result to an MRO because of a billing or pay-
ment dispute with the MRO or a C/TPA.

Example 2 to Paragraph (n): An MRO or SAP
who has interviewed an employee must not
delay sending a verified test result or SAP
report to the employer because of such a dis-
pute with the employer or employee.

Example 3 to Paragraph (n): A collector who
has performed a urine specimen collection
must not delay sending the drug specimen
and CCF to the laboratory because of a pay-
ment or other dispute with the laboratory or
a C/TPA.

Example 4 to Paragraph (n): A BAT who has
conducted an alcohol test must not delay
sending test result information to an em-
ployer or C/TPA because of a payment or
other dispute with the employer or C/TPA.

(0) While you must follow the DOT
agency regulations, the actual em-
ployer remains accountable to DOT for
compliance, and your failure to imple-
ment any aspect of the program as re-
quired in this part and other applicable
DOT agency regulations makes the em-
ployer subject to enforcement action
by the Department.

[66 FR 79526, Dec. 19, 2000, as amended at 66
FR 41955, Aug. 9, 2001; 71 FR 49384, Aug. 23,
2006]

Subpart R—Public Interest
Exclusions

§40.361 What is the purpose of a pub-
lic interest exclusion (PIE)?

(a) To protect the public interest, in-
cluding protecting transportation em-
ployers and employees from serious
noncompliance with DOT drug and al-
cohol testing rules, the Department’s
policy is to ensure that employers con-
duct business only with responsible
service agents.

(b) The Department therefore uses
PIEs to exclude from participation in
DOT’s drug and alcohol testing pro-
gram any service agent who, by serious
noncompliance with this part or other
DOT agency drug and alcohol testing
regulations, has shown that it is not
currently acting in a responsible man-
ner.

(c) A PIE is a serious action that the
Department takes only to protect the
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public interest. We intend to use PIEs
only to remedy situations of serious
noncompliance. PIEs are not used for
the purpose of punishment.

(d) Nothing in this subpart precludes
a DOT agency or the Inspector General
from taking other action authorized by
its regulations with respect to service
agents or employers that violate its
regulations.

§40.363 On what basis may the De-
partment issue a PIE?

(a) If you are a service agent, the De-
partment may issue a PIE concerning
you if we determine that you have
failed or refused to provide drug or al-
cohol testing services consistent with
the requirements of this part or a DOT
agency drug and alcohol regulation.

(b) The Department also may issue a
PIE if you have failed to cooperate
with DOT agency representatives con-
cerning inspections, complaint inves-
tigations, compliance and enforcement
reviews, or requests for documents and
other information about compliance
with this part or DOT agency drug and
alcohol regulations.

§40.365 What is the Department’s pol-
icy concerning starting a PIE pro-
ceeding?

(a) It is the Department’s policy to
start a PIE proceeding only in cases of
serious, uncorrected noncompliance
with the provisions of this part, affect-
ing such matters as safety, the out-
comes of test results, privacy and con-
fidentiality, due process and fairness
for employees, the honesty and integ-
rity of the testing program, and co-
operation with or provision of informa-
tion to DOT agency representatives.

(b) The following are examples of the
kinds of serious noncompliance that, as
a matter of policy, the Department
views as appropriate grounds for start-
ing a PIE proceeding. These examples
are not intended to be an exhaustive or
exclusive list of the grounds for start-
ing a PIE proceeding. We intend them
to illustrate the level of seriousness
that the Department believes supports
starting a PIE proceeding. The exam-
ples follow:
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